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Abstract 
Purpose 

To provide a data recording and playback device that restricts duplication for the purpose 
of protecting the copyright of data and programs, and that prevents reading for the purpose of 
maintaining confidentiality. 



Constitution 

During initial use of the data recording and playback device, individual ID and password 
are input, and after data generated by a pseudo-random data generating section (1) based on the 
individual ID and password have been added with exclusive OR circuit (14) to the recorded data 
and process, along with the individual ID, coding is conducted by an error correction encoder (3), 
rearranging of the data array is conducted at an interleaving section (4), directory information, an 
ID signal, an address signal, and the like are added at the formatter (5), it is modulated at the 
modulating section (6), and recorded on the recording medium (2). During playback, a process 
the reverse of this is conducted, the data that was generated at the pseudo-random data generating 
section (1) based on the individual ID that was set and the password is mathematically processed 
at the XOR-gate (14), and the original data is recovered. 
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Claims 

1 . A data recording and playback device characterized in that, when data is stored on a 
magnetic disk, magnetic tape, etc., the data is recorded on said data storage means after being 
scrambled with pseudo-random data that is generated on the basis of a recognition signal that is 
supplied to each individual or household, or legal entity or device, for the actual data portion 
except the index signal, the file name, etc., which is removed at the time of playback. 

2. A data recording and playback device characterized in that, when data is stored on a 
magnetic disk, magnetic tape, etc. as the data storage means, the data is recorded on the data 
storage means after being scrambled with pseudo-random data that is generated on the basis of a 
recognition signal (hereinafter referred to as individual ID) that is supplied to each individual or 
household, or legal entity or device, to the actual data portion except the index signal, the 
filename, etc., and a stored signal (hereinafter referred to as password) that has been mutually 
applied and recorded at said individual or household, or legal entity or device, or to a central 
system. 

Detailed explanation of the invention 
[0001] 

Industrial application 

The present invention pertains to a data recording and playback device that restricts 
duplication for the purpose of copyright protection of data and programs, and prevents reading 
for the purpose of maintaining confidentiality. 

[0002] 
Prior art 

Figure 4 is a directory format diagram for a floppy disk, Figure 5 is a sector format 
diagram for a floppy disk, and Figure 6 is a block diagram showing one example of a data 
recording and playback device of the prior art. In the figures, (2) is a recording medium, (3) an 
error correction encoder, (4) an interleaving section, (5) a formatter, (6) a modulating section, (7) 
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a demodulating section, (8) a de-formatter, (9) a de-interleaving section, and (10) is an error 
correction decoder. 

[0003] 

The figures will now be explained. On the recording side, coding of the recorded data is 
preformed by the error correction encoder (3), and a rearrangement of the data array is conducted 
at the interleaving section (4). Directory information, ID signal, address information, etc. are 
added to this data at the formatter (5), it is modulated at the modulating section (6), and recorded 
on the recording medium (2). In the directory, as shown in Figure 4, the label ID corresponding 
to the data file, the filename, the record length, and the address information are included, and at 
the sector format, as shown in Figure 5, information for the position on the disk is included. 

[0004] 

On the playback side, after the recorded data is demodulated by the demodulating section 
(7), the data portion is extracted at the de-formatter (8) according to the directory information, 
the ID signal, and the address information, and returned to the original data array at the 
interleaving section (9). Error correction is conducted for this data at the error correction decoder 
(10), and the original data is recovered. 

[0005] 

Problems the invention is to solve 

Due to the constitution of the aforementioned data recording and playback device of the 
prior art, the data was stored such that it was possible for person or machine that could recognize 
the recorded data format to read the data, and there was the problem that duplication and reading 
could not be restricted. 

[0006] 

The purpose of the present invention is to solve the above-mentioned problems and to 
offer a data recording and playback device in which data and programs that are highly 
confidential, or whose duplication is to be restricted, or whose reading by certain individuals is 
forbidden can be stored in such a way as to be accessed by only the intended individuals or 
devices. 
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[0007] 

Means to solve the problems 

In the data recording and playback device of the present invention, the data to be stored, after the 
actual data portion, except the generated index signal, file name, etc., is scrambled with pseudo- 
random data based on a recognition signal (hereinafter called individual ID) that is given to an 
individual or household, or a legal entity or device (according to Claim 1), or based on a 
password that is not contained in the individual ID or the data to be stored (according to 
Claim 2), and recorded on a data storage means, so that it can be descrambled at the time of 
playback. 

[0008] 
Operation 

The data recording and playback device in the present invention, in the invention of 
Claim 1, in order to apply a scrambling with pseudo-random data that is generated based on an 
individual ID that is verified during playback, is unreadable other than by an individual or device 
that is permitted use, cannot be used even if duplicated, and prevents free usage. Also, in 
Claim 2, because scrambling is further applied with pseudo-random data that is generated also 
based on a password that is not contained in the stored data, descrambling is extremely difficult 
for persons who do not know the password, so that reading of highly confidential data becomes 
impossible. 

[0009] 

Application examples 
Application Example 1 

Figure 1 is a block diagram showing an application example of a data recording and 
playback device of the present invention; in the figure, (1) is a pseudo-random data generating 
section, (2) a recording medium, (3) an error correction encoder, (4) an interleaving section, (5) a 
formatter, (6) a modulating section, (7) a demodulating section, (8) a de-formatter, (9) a 
de-interleaving section, and (10) an error correction decoder. Figure 2 is a circuit block diagram 
showing an application example of the pseudo-random data generating section of the present 
invention; in the figure, (1 1) is an individual ID input section, (12) a password input section, (13) 
a shift register, (14) an XOR-gate, (15) a data input terminal, (16) a bit shift clock input terminal, 
(17) a data load signal input terminal, (18) a switch, and (19) a data conversion ROM. Figure 3 is 
a circuit block diagram showing another application example of the pseudo-random data 
generating section of the present invention. Figure 4 is a directory format diagram for a floppy 
disk. Figure 5 is a sector format diagram for a floppy disk. 
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[0010] 

Next, an explanation is given in regard to the diagram. On the record side, at the time of 
the initial use of the data recording and playback device, the individual ID and password are 
input and set. After the data generated by the pseudo-random data generating section (1) on the 
basis of the individual ID and password are added to the data that is to be recorded and processed 
at the XOR-gate (14), along with the individual ID that is used in the pseudo-random data 
generation, coding is conducted at the error correction encoder (3), and rearranging of the data 
string is conducted at the interleaving section (4), which becomes important at the time of data 
recovery on the playback side. Directory information, an ID signal, address information, etc. are 
added to said data by the formatter (5), modulated at the modulating section (6), and recorded on 
the recording medium (2). In the directory, as shown in Figure 4, a label ID, a file name, record 
length, and address information corresponding to the data file are included, and in the sector 
format, as shown in Figure 5, the position information on the disk is included. An individual ID 
is recorded in this label ID section. 

[0011] 

On the playback side also, at the time of beginning usage of the data recording and 
playback device, the password is input and set by the individual ID. After the recorded data is 
demodulated at the demodulating section (7), the data portion is extracted according to the 
directory information, the ID signal, and the address information at the de-formatter (8), and 
returned to the original data arrangement at the de-interleaver (9). Error correction is conducted 
for this data at the error correction decoder (10), and the individual ID that was used in the 
pseudo-random data at generation is restored with high reliability. This playback individual ID 
and the ID that was set are compared and verified, and the playback process is interrupted if they 
do not match. If they do match, or without comparison and verification, the original data is 
recovered by using the XOR-gate (14) to add the set individual ID and the data that was created 
at the pseudo-random data generating section (1) based on the individual ID. 

[0012] 

Figures 2 and 3 show circuit diagrams of the pseudo-random data generating section (1). 
An individual ID of m bits that is input to the individual ID input section (11) and a password of 
n bits that is input to the password input section (12) are respectively loaded in the shift register 
(13) at a signal timing that is input to the data load signal input terminal (17), and are shifted at a 
clock that is input to the bit shift clock input terminal (16) (m, n are natural numbers). Addition 
processing is conducted at the XOR-gate (14) at a prescribed bit interval of this shift register, 



7 



optional i bit information is converted at the data converter ROM (19), as shown in Figure 2, the 
serial output information, or as in Figure 3, specific bit information and the serial input of the 
data that are to be recorded that were input to the data input terminal (1 5), are addition processed 
at each bit at the XOR-gate (14). These added data, and the data that are not added, are output 
while being switched by the switch (18) according to the data contents. 

[0013] 

Application Example 2 

In the above-mentioned application example, the data were error correction encoded and 
decoded, interleaved and de-interleaved, and modulated and demodulated. However, not all of 
these processes are essential. The sequence in which they are performed is optional, as are the 
processing methods employed. 

[0014] 

Application Example 3 

Also, the adding of the pseudo-random data was conducted before the coding and after 
the decoding for the error correction, but it is not particularly limited in this way; it can also be 
done after coding and before decoding, or after the interleaving and before the de-interleaving, or 
after the formatting and before the de-formatting. 

[0015] 

Application Example 4 

Also, the number of bits for the individual ID, the password, and the like are optional, the 
adding position between the bits of the shift register and the extraction bit position used for 
addition with the data are also optional. 

[0016] 

Application Example 5 

Also, it is optional if the recording region for the individual ID is also included in the 
recorded data format, and the same types of recognition signals other than the individual ID can 
be used. 

[0017] 

Application Example 6 

Also, as for the address information for the individual ID., etc., it is desirable but not 
required that the password that is used in the pseudo-random data generation, and the 
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information that becomes important at the time of the data restoration on the playback side, etc., 
be included during the error correction coding. 

[0018] 

Application Example 7 

Also, it is all right whether the individual ID comparison and verification is conducted or 
not conducted at the time of playback, and it is also all right whether the comparison and 
verification is conducted or not conducted for both the individual ID and the password. Also, as 
for the individual ID that is used at the time of the pseudo-random data generation, it can be 
either a preset individual ID, or an individual ID that is played back. Also, it is all right if the 
individual ID is not used at the time of the pseudo-random data generation, and only the 
password is used. 

[0019] 

Effects of the invention 

As for the data recording and playback device of the present invention, in the device of 
Claim 1, because scrambling is applied with pseudo-random data that is generated based on an 
individual ID that is verified at the time of playback, reading is impossible for other than an 
individual or a device permitted use, even if it is duplicated, sharing cannot be done, and free 
usage can be prevented. Also, in the invention of Claim 2, because scrambling is applied with 
pseudo-random data that is generated based on a password that is not contained in the stored 
data, descrambling is very difficult by a person who does not know the password, so that access 
to highly confidential data is impossible. 

[0020] 

Also, because the address information for the individual ID, etc., the password that is 
used in the pseudo-random data generation, the information that becomes important at the time 
of restoring data on the receive side, etc., are contained in the error correction coding, it has the 
effect that the data reliability and the restoration probability are increased. 

Brief description of the figures 

Figure 1 is a block diagram showing an application example of a data recording and 
playback device of the present invention. 

Figure 2 is a circuit block diagram showing an application example of a pseudo-random 
data generating section of the present invention. 



Figure 3 is a circuit block diagram showing another application example of a 
pseudo-random data generating section of the present invention. 
Figure 4 is a directory format diagram for a floppy disk. 
Figure 5 is a sector format diagram for a floppy disk. 

Figure 6 is a block diagram showing an example of a data recording and playback device 
of the prior art. 
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Key: 1 Label ID 
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5 Final sector address 

6 Bypass signal 

7 Write save signal 

8 Multiple volume signal 

9 Final data address 



© © © 



® 







1 D7<-J»P 



















Sync 
7<-ftP 


7 KM 


ID 




© (? 


r 






1 
1 


9 
P 

* 

9 


* 

£ 

9 





©<2X3>© 

Figure 5 



13 



Key: 1 
2 



3 
4 
5 
6 
7 
8 
9 
10 



Gap 
ID field 
Gap 

Data field 
Sync field 
Address mark 
Cylinder number 
Head number 
Sector number 
Sector length 





■ft DIKE 


H 








aura 

«9* 




N 




Figure 6 



Key: 1 Data 

2 Recording medium 

3 Error correction encoder 

4 Interleave 

5 Formatter 

6 Modulating section 

7 Demodulating section 

8 De-formatter 

9 De-interleaver 

1 0 Error correction decoder 



V 

V 

(19)B*B4«frr (JP) (12) ^ Wi 4# H 1 ^ SI < A > a04MHH»MM» 

#18^4-360068 

<43)4MBB ^4^0992)12^140 



8KME# frP$&m&n Fi atB«^»BT 

9074-5D 
3 04 M 7165-5B 
32 0 B 8841 -5 B 

H 7923-5D 

F 7923-SD 





136505 




00000 S013 












JFJS3^(1991)6^7 0 










(72)5895* 






OPI No. 4-360068 (12-14-92) 




awstffiwiBBris* =sm«*5S* 


Jap. Pat. 






Jap. Pat. 


Appln. No. 3-136505(6-7-91) 


<74>«fSA 


#m± MBB * on© 


Appl icant 


: Mitsubishi Electric Corp. 



(54) mmozm ^—^smm^mm 



(57) [®»] 

[«fi£] ^-iS'ESWiSa^BHfe^lr, MA I D 
eAlD££<bC3^CTjE#*W»3Trff*Wb&*ff 



(SDIntd.' 
GLIB 20/12 
GO 6 P 3/06 
12/14 

G 1 1 B 20/10 




^405— 



(2) 

1 

»?8WlHl«>tBH3 

urn** z. t &4&r t-rs^-^sBSB^a. 

fflAXBHH*. **V>BatA*>lx<Bft««fct*-*Sn 
fcBWJm^ CKT, OAlDtVi-5. ) SHHAXB 
«t#. **V>B8cA*>L,<B3i»«*l§Sfc» feLOfrfe 

-Ffcv>3. ) ftSfcaySbfcjg^^A^-^-rx 
[oooi] a; 

[0 0 0 2] 

U7*-Tjl»B. H5tt7nyK- TvfX*©*^ 
7*-v?»hH. B6B«*©5 s -4'B»H3iSiKa>- 
«*jR-r^Py^HT»*. Hfc43V>T2BfBfiHK*. 
3B«iJlT3E«F*fS, 4fi'f>^-'J-^B5> 5t47* 

4\ 9B5*-f >^-»J-^«, 10«SDBnEtl»«T 
**. 

[0 0 0 3] *fcH»:^V>TRWr©. EfiMTCtt, E 

5 K5V X^-kOtteffiFStt^nT^S. 
[0 0 0 4] mmStUt?—? £8tCT& 7 

[0 0 0 6] 



$JBI¥4-3 8 0 0 6 8 

2 

[0 0 0 6] *«WttH±0<t-5ftW)8^*«Wrsfc 
[0 0 07] 

[wg«»ife-r*fca©^&] ^Hsust****-^* 

fitf?£&V:B. -O^yirxfi^^r-f 
l&y-^ffl^fcafU HAXBIMff. *SVittttAfeL 
< BISIifcCtt^ftfcWB^^SSfcSySUfcKfil 9 

fffl-fcttU flAXtttfff. »*V>B8sA*>Ktt«H 
[0008] 

[0 0 0 9] 

4tt-f^ — U-^». 5B7*-7?^ 6B3&H 

ffi. 7Btt«*» 8Bf7*-Vy^. 9«5r-f 

0 1 0»«DS]iE«^«-C»-5. H2t±*»K 

0T*fl, Hfc*t->*r 1 1 tt«A I DAAW. 1 2 fctrt 
77-HAAf, 1 SJi^hU^X^, 14ttSMSM 
i&aftimB. 1 SB^ 4 — i'A**^. 16Blfyh5^7 
h^Py^ATiflHP. 1 7Bt- 9X1— H®«A75« 

UliX'f??, 1 9B^-^«Jj|ROMTr*S. 
69 3 B*«M®a«5>* r A7 ! ~^*lfi»©«OS£lfi« 
*jS-TlHlK*lftH. E34B7Dyt!-5 s ><X^©7 J -1 , P' 
*hU7*-TyhH, H5B7nyK-r-fXj'««: 

[0 0 10] ifcCHfc^UTRgirr*. fB»ffl-CB, 5 s 
«-^E»H*K1S«tfflB8»l*irflA I D t/^X «7- H S 



^406— 



(3) 

3 

/iif-^SM»fl6I»0Ki 4^flp3WygL;fc:&, B 

[ooii] ?—*&&n&j&m8mmt& 
^ii^ans, co^^fc^bTROsnEa^si o 20 

AlDt, ^S3rnfcflAlD£Jt«SEW-&U 

[0 0 12] CO»H^>^Arr— ^fe*fflleOrt«© 

H2^»Sa3^LfcJ:5^T^0, «A 30 
I DA*«1 1 fcA^HE-tlfcmtf* hGHBA IDt, /I 

xy- h xaffl i 2 icA^^n^n ify h<o/^xy- k 

a- Fte^AAWF 1 7 fcA*Sn&©#*-f 
^Vh^D^^A^SB^l 6fcA*SnWUy^T^ 

fiWBi:* fc*WiH3<0,fc5lC#SC!>fc:* hffiSt^- 40 
^A^JfBTl 5 £ A# 3 nfc3B»3n^T-^©y 

ur;vA*j&«»te»sftaftiMBi h*HkdKK 

[0 0 1 3] «MM2. IN. Jiffi^JSW-Cia^-^fcW 



4MPP4- 3 6 0 0 6 8 

[0014] ^J6W3. ^fc. Mfcl^v^^-^oai 
4*£IR&-r« 1 b«vcHft:<i. *Wfls©«» «*Hbcj> 

T?fe<fcV>U 7t-Ty?Oft> *ry*—^V$OW? 
[0 0 15] £SJ8«4. 5&K:fiAID^;U7-H9 

[0 0 16] ft&r-fyx-Wh 

«a i DoiEii««w^nT^ntfe*TJ:<, 

fflA I D«^^a©«9I«^«fflUT^«lb&Vi 0 
[0 0 17] §S»«6. 3&fcfflAID*flD7KkX« 

[0 0 18] ^Jg«7. ??4i«r©«A I DitttJB 

#ttffoTMftofc<T*J:<. <HA I Di/U^-K 

Kfil^^^^-^^riWIc^V^fiAiD^ «sg* 
n&fAIDT^ H4$n&BAl D-C*fo£-&6T?^ 
<fcM. 2SfcJ^^>^A^^4y^fc«AlD£JB 

[0 0 19] 

[0 0 2 0] ^fc, @ A I D^ODT H WXflHt** MR 

mil *ftw&T-*^n&mm<D-^m&7frr 
[02] *ftw&mi?>yi±T-*£j&m<D-m&& 
[H3] ^s^wsaK^^A^-^aaEawtto^iB 

[04] 7Dtytf— f>fX^©f^ U#hV7x— 
[H5] 7nylf— 5=-<X^c!>*k^^7^— ^FH"C 
[06] ^o?-^K»B^SB«>--«^"r^n^ 



(4) 



2 m*im 

3 «d«jeiw« 

11 BA I D AAffl 



«W¥4-3 6 00 6 8 



12 Fxaa 

13 S^M^X*' 

14 SHaw»ssiiiiK 

1 5 ^-^A**^ 

16 tfy h^h^Dy^A**? 

17 ^-^n-HS^AAW^ 
19 ^-^SHIROM 



rai] 



V 



14 



,3 



BUtfiE 



^1 



ftll 



Mfl 



[eiu 
LJ" 



£ft**J 



•AID O- 



[02] 



□ -KM 



I MAI D I I nzf-v I 

" - j^nj ^ll 



»\ZZT 



sa 

ROM 



14 



[04] 



7 






% 1 


3 * 






• * 






J 












4 

















^408— 



(5) 



4$gg3p4- 3 6 0 0 6 8 



CB3] 



*7h( 
* 4- 



li f \\ 

I «AjD | I | 



ET>.| 



J- 



M5] 











?-*7*-JI>K 













Sync 
7-f-JbK 




10 


C 

8 









?-* o— 





SlUSiE 




mi 



1UDIE 



^ 



4919 



9 



V 



Mffl 

^ 



(51) Int. CI. E 

G 1 1 B 27/00 



A 8224-5D 



F I 



—409— 



- 3 6 0 0 6 8 



[%tfB] If (1 99 9) 8M6B 

[£;KI#*|] WHHM— 3 6 0 0 6 8 
[£JfJB] ¥Ji£4¥ (19 92) 12^140 
[f iI*H»] -fiM^^4-3 6 0 1 
CtfM*4] #BS¥3-1 3 6 5 0 5 
[@B8#§fcaS?&6Ji5] 



G11B 


20/12 




G06F 


3/06 


304 




12/14 


320 


G11B 


20/10 






27/00 




CF I] 






cub 


20/12 




G06F 


3/06 


304 M 




12/14 


320 B 


G11B 


20/10 


H 






F 




27/00 


A 



[«tUH] Of 5^2 OB 

[#«a*IE 1 ] 

[ffijEMmmmzi mmm 
iffimMmmmz] oooe 

[0006] *^«feLhOJ: >> temsa&ZMikTZtc 

iph. ma te* z>m&j&m z®m -r"<* : 7 : - **?u ? 

7 s - ^ie^H^S^B?:JI«-r * C £ * Blft 1 1 5 . 

[ISiEttgOBSS] 0 00 7 
C»iE#tt] IE IE 

[0 007] 

[5SS£fK&-f *fc*©#&] 5 s -* IB 



[#iK*iE3] 

mimfmm&] mum 
[ffii&im.mm%] ooos 

[0008] 

m*Vi±~C%Z>. &fcflt#3g2<P%WK:te(,>Ttt > 

i^mmjE4 ] 

IffiJEttmMBZ) 00 19 
[0019] 



4-360068 



flAIDo 1 



imiE$tmmm%} mm 
[ffismmm&%] mi 

[hi ] 



1 



,3 



iysiE 



4 






5 

- / 








7*- 









«53 



— \: 





Cftft* 






MS 


• 1 2 



9 



-m 2- 



This Page is Inserted by IFW Indexing and Scanning 
Operations and is not part of the Official Record 

BEST AVAILABLE IMAGES 

Defective images within this document are accurate representations of the original 
documents submitted by the applicant. 

Defects in the images include but are not limited to the items checked: 

□ BLACK BORDERS 

□ IMAGE CUT OFF AT TOP, BOTTOM OR SIDES 
\ ^) FADED TEXT OR DRAWING 

□ BLURRED OR ILLEGIBLE TEXT OR DRAWING 

□ SKEWED/SLANTED IMAGES 

□ COLOR OR BLACK AND WHITE PHOTOGRAPHS 
GRAY SCALE DOCUMENTS 
LINES OR MARKS ON ORIGINAL DOCUMENT 

□ REFERENCE(S) OR EXHD3IT(S) SUBMITTED ARE POOR QUALITY 

□ OTHER: 

IMAGES ARE BEST AVAILABLE COPY. 
As rescanning these documents will not correct the image 
problems checked, please do not report these problems to 
the IFW Image Problem Mailbox. 



